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SECRET

28 October 1985

MEMORANDUM FOR: Administrative Officer
Office of Legislative Liaison (OLL)

FROM: | | 25X1
Chief, Technical Security Division

SUBJECT: Cellular Telephones

It has come to our attention through Technical Surveillance
Countermeasures inspections that Agency personnel having Cellular
(cordless) telephones are bringing these telephones to Agency
briefings held on Capitol Hill. The attached notices refer to the
security vulnerabilities inherent in these telephones. Because of
the security hazards associated with these telephones, it is
requested that they not be carried into areas where classified
discussions take place. Please advise personnel in your office of
this matter and request their cooperation to eliminate both a
serious technical security hazard and potentially a very
embarrassing situation.

25X1

Attachments

WARNING NOTICE 25X1
INTELLIGENCE SOURCES
OR METHODS INVOLVED

SECRET
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? inis Notice Expires 1 February 1986

LOGISTICS HN 45-2-11
30 July 1985

ACQUISITION OF CELLULAR TELEPHONES

No Field Counterpart to this HN

1. There have been a number of recent incidents where components
have ordered new cellular telephones directly from vendors. This notice
reminds Agency components that such direct acquisitions are not
authorized and should not be made.

2. The Office of Information Technology (OIT) must give prior
approval before staff communications equipment is acquired. All requests
for the acquisition of staff communications equipment or services
domestically must now be forwarded to.the Chief, Domestic Networks Group,
OIT. Strict agpeggpce to this requirement 1§11m erative in oqﬁer to

ha t4% e}:f- REIOET 'pﬁmﬁ& r S Bparationt18y Conpatibiesw @Ehw
g %E‘h A TR L ; : # ﬁ w’f

3. Purchase requests for cellular telephones must be initiated by,
or have concurrence of, the component's logistics officer and must be
funded by the requesting component. OIT is the accountable office for
this equipment and will issue it as a hand-receipted item to those
offices using cellular telephones.

Harry E. Fitzwater
Deputy Director
for

Administration

DISTRIBUTION: ALL EMPLOYEES (1-6)
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